
296 Transcnpt, Abrams at 241. Representatives of the Group have assured CommissIOn staff that once the
Principles have been finalized, the Group will find a mechanism to ensure that they are on-going, perhaps through
Illvolvemem of a related trade association such as the 11k

297 Section 5(a) of the Federal Trade Commission Act, 15 U.S.C § 45(a) (1997). prohibits unfair or deceptive
acts or practices in or affecting commerce. By signing the Principles, a signatory represents that its infonnation
practices are consistent with the Principles. Subsequent action by the signatory that is not consistent with the
Pnneiples may thus be actionable under the FTC Act (or similar state statutes) as a deceptive act or practice. Of
course, compliance with the Principles docs not immUnize the signers from semliny of their conduct under section
';.

298 In implementing this aspect of the Principles, signatories should take care not to deny infonnation to

legitimate enterprises. particularly new entrants or others proposing to provide innovative, beneficIal servIces
Accordingly, entities seeking access to infonnation should be given a full and fair opportunity to demonstrate that
their operations are consistent with the Principles or the underlymg objectives of the Principles. By the same
token. as the pace of technological change facilitates new approaches to the provision of individual reference
services. the Commission urges that the lRSG ensure that the application of the PrincIples does not discourage
innovative approaches that do not adversely affect consumers

299 Likewise, the provision that requires signatories to allow individuals to opt out of general distribution docs not
apply to infonnation obtained from publicly available sources As a result, if an individual opts out, that
mdividual's address will be suppressed from databases created from non-public sources (e.g.. credit headers) but II
may still be available through databases created from publicly available infonnation (e.g. DMV records)

JOO The Principles also fail 10 make signatories directly accountable to wronged indiVIduals, a control Important
to several privacy advocates. Transcript, AVTahami at 30S-0il: Transcript. Rotenberg at 324: Comments of
Avrahami at 8 (Doc. No. 23): Comments of Biggerstaff at 23-24 (Doc NO.3)

30 I Commentary. App E. at 4

H>2 ld

j03 An audit trail requirement is also absent from the Principles. The CommissIOn does not recommend that an
audit trail be required at this time because tlle access restrictions appear to be sufficient to prevent misuse If great
harm does occur despite the Principles' limitations on the availability of sensitive identifying infonnation. the
CommIssion would urge the IRSG to revisit this Issue

304 If;m entity makes an adverse decision about a consumer based on infonnation in a consumer report from a
consumer reporting agency, the FCRA already requires. lf1ter alla, that the entity provide the consumer with an
adverse action notice. Furthennore. Section 615(b) requires a creditor that derues. or increases the charge for.
credit based on mfonnation hearing on a wnsumer 's credit worthiness from any source other than a consumer
reporting agenev. upon request. to disclose to the consumer the nature of that infonnatiol1. ,','ee supra 11. 174

Individual Reference Services
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Appendix A: Methodology
The Commission has gathered information about mdivldual reference services III vanous ways On

\1arch 6, 1997, the Commission issued a Federal Register Notice informing the public that the
Commission would conduct this study This notice announced that the Commission would hold a public
workshop and requested public comment on certain specified issues and on any other Issue offact, law, or
policy that could inform the Commission's study I Additionally. FTC staff has met with dozens of
mdlviduals who requested to participate in the workshop Staffhas also spoken with entities whose views.
expenence, or infomlation could better infonn the Commission's analysis or help provide a balanced
record. On June 10. 1997, the Commission held a one-day public workshop on individual reference
services" Panelists representing a broad range of view pomts and involved m vaned aspects ofthe
IIldividual reference services industry responded to questIOns from the Commission about sources of and
access to mformatlOn contained m individual reference services' databases. the uses of that information and
assOCiated benefits and risks. and potential responses to address concerns ' In response to the Federal
Register notice and the \vorkshop, the Commission has received 272 formal written comments 4

i 62 Federal Register 10.271 (March 6. 1997) The Federal Register notice is included in Appendi:\. AI

"Tlus workshop ,vas part of a four-day public workshop held by the FTC to examine consumer
mfonnation pnvacy in the emerging electronic marketplace The workshop also examined current practices
regarding the collection and usc of personal infonnation on-hne. mcluding infonnation collected from cmd aboul
children. sclf-regulatOl) efforts and teclulological developments since June 1996, and as unsolicited commercial e
mail

3The Workshop agenda, including the names of all partiCipants, is included in Appendix B. The
transcript of the workshop is posted on the FTC's Web site at <http://wwwJtc.govlbcp/privacy2>

4These comments are on file at the FTC and posted on the FTC's Web site at
<http://www.ftc.govlbcp/privacy2>
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Appendix C: List of Comments Submitted
Pursuant to Federal Register Notice
<\cclplter
'\ssociation for Children for Enforcement and Support (ACES)
/\.merican Bankers Association (ABA)
r\mencan Marketing Association
James K. Archibald
AssociatIOn of National Advertisers
Ram AvrahaI11l
Robert Biggerstaff
COB Inf()tek
Center for Democracy and Technology (COT)
ChiJdcare Checkpomt
Department of Treasury, Umted States Secret Service
Direct Marketing Association (DMA)
Dun & Bradstreet
Electromc Pnvacy Information Center (EPIC)
eTRUST
GE CapitallMontgomery Ward CRT
Independent Bankers ASSOCiatIOn of America (lBAA)
IndivIdual Reference Services Group (IRSG)
InformatIon Industry Association (lIA)
Junkbusters Corporation
LEXIS-NEXIS
NatIOnal Consumers League (NCLl
NatIOnal Council ofInvestlgahon & Secunty Services. Inc (NCISS)
NatIOnal RetaIl Federation (NRF)
NatIOnal White Collar Cnme Center
New York State Department of Law (NYAG)
Piper and Marbury
Pnvacv Rights Clearinghouse (PRC)

Privacy Times
Pnvate Investigation Industry see pp. 2-5, Appendix C
Reporters Committee for Freedom of the Press (RepOlters Committee)
Umted States Department of Justice, Computer Crimes Division
United States Office of Consumer Affai rs
VISA USA

Doc. No. 007
Doc No. 005

0
Doc No. 00(,

Doc No 004
Doc No 001
Doc. No. 022
Doc No 030
Doc. No 023
Doc. No 003
Doc No 020
Doc No 029
Doc No 034
Doc. No. 02&
Doc No.014
Doc No. 036
Doc. No. 026
Doc No.OIO
Doc No 002
Doc. No. 024
Doc. No. 035
Doc. No 032
Doc. No. 015
Doc No 018. Doc No ISA
Doc. No. () 12
Doc. No OJ 1
Doc. No. 021
Doc. No. 033
Doc. No 008
Doc. No 017
Doc No 006.
Doc. No 016A
Doc. No. 009
Doc. Nos. 037 - 271
Doc. No. 016
Doc. No 031
Doc. No 025
Doc NO.019



Comments from the Private Investigation
Industry
A.A. & Associates, Inc
ABBA Investigations
Acta Investigations, Inc.
Adams' Investigations

Agency-One Investigations, Inc.
Alaska Investigators' AssociatIOn
Alaska Slllcid

Amencan InvestigatIOns & Security International
A.M. & Investigations, Inc.
Arbitcr Investigations
Area Wide InvestigatIOns
Carlos S. Anas

Associated Global Insurance Services, Inc.
Attorneys' Investigative Consultants
Anvater Enterprises
Aurora Investigations. Inc.

Badger State Detective Agency
Badger State Investigative Semcc
Ball & Weed
Ball & Weed
Ball & Weed
Ball & Weed
Bates InvestIgations
Bayview Investigations
Benett Investigations Inc
Biscomb. P.L
Black Knight Investigations

Bob Nesvlck Investigative Services
Bombet. Cashio & Associates
Michael J Brosnan PO
Cascade Pacific Detective Agency
Central Bail Bond Investigations
Cerv:mtes & Associates. Inc
Cervantes & Associates. Inc

Citadel Protection & Investigations, Inc.
Corporate Investigative Services, Inc.
Couml'Y,vide Asset Investigators
CK Cochran & Associates

Cynthia ErdelYI Investigations. CPL ClJP
Data Research. Inc

Dameron Investigative Services
DanIel & Nicolai

2

Doc No. 070
Doc. No. 256
Doc. No 136
Doc. No 049
Doc No. 048
Doc. No. 138
Doc. No 096
Doc. No 184
Doc. No. 125
Doc No 153
Doc No. 180
Doc. No. 060
Doc. No. 174
Doc. No 113
Doc. No. 185
Doc No. 142
Doc. No. 088
Doc. No. 079
Doc. No. 143
Doc. No 182
Doc. No 261
Doc. No. 271
Doc. No 152
Doc. No. 067
Doc No 078
Doc. No. 043

Doc. No. 066
Doc. No. 087
Doc. No. 069
Doc. No. 082
Doc. No 047
Doc. No 146
Doc. No 109
Doc. No. 194
Doc. No. 134
Doc. No. 102
Doc. No. 123
Doc. No. 084
Doc. No. 141
Doc. No 259
Doc No 193
Doc. No. 265



David C. Anmahian & Associates
DCR Enterprises
Delta Investigations
Steven E. Detata
Dial SefVIces. Inc.
DLS Investigations
Don Malone & Associates, Inc
Darryl Drcyv

Eagle Infonnation Service
Eagle Investigations
Edie Lee & Associates
Edward R. Kirby & Associates, Inc.
Ellis Investigations
EX-CEL Investigations
EX Fed Investigative Services, Inc.
Factfinders
Factfinder5
William E Fason, P.l.
FIve Rivers Investigations
Flynn & Associates
Flynn & Associates
Forensic Analysts Investigations
Arthur J Forster
Gerald Adams & Associates. Inc.
Global Intelligence Network, Inc.
Global Intelligence Netvvork. Inc
Gradolll & Associates
Gray Secunty, Inc
Joseph T. Grills
Alan Grover

G.W Mack Investigations
Haberkem & Company
Hans de Haas & Associates. Inc.
Henderson & Associates
M. Randall Hicks
HUB Enterpnses. Inc.
IAI Investigative Associates. Inc
Infomlation Please
Infonnation Scrvlces

Infonnation Services Investigations. Inc.
InternatIOnal Management Assistance Corporation
International Research Services. Inc.
Investigative Dynamics. Inc.
Invex
ION Incorporated

It Fry Research & Investigations

Doc. No. 051
Doc. No. 177
Doc. No. 081
Doc. No. 155
Doc. No. 089
Doc. No. 139
Doc. No. 149
Doc No 156
Doc No 057
Doc No. 072
Doc No 192
Doc. No. 071
Doc. No. 115
Doc No. 120
Doc. No. 173
Doc. No. 094
Doc. No. 122
Doc No. 075
Doc No. 074
Doc No 179
Doc No. 187
Doc. No. 129
Doc No 099
Doc. No. 145
Doc. No. 045
Doc. No. 269
Doc. No. 255
Doc No. 140
Doc. No 103
Doc No. 257
Doc No. 158
Doc No 106
Doc No. 083
Doc. No. 264
Doc. No. 098
Doc. No. llO
Doc. No. 151
Doc. No. 189
Doc. No. 266
Doc. No. 175
Doc. No 095
Doc No. 112
Doc. No 117
Doc. No. 114
Doc. No. 076
Doc. No 073



JMK Investigations
John W. Palich Investigations
JR Investigations
JR Investigations
J.W. Strelec Investigations
James L Kellner
Kellogg Investigation Services
Klopperlnvestigations
Knsztina Reports, Inc.
Krotzer Legal Investigations
Langhammer & Associates, Inc
Lassen Investigative Services
Legal Research Services InvestigatIOns, Inc.
Litigation ASSistance Work
L Michael Connelley & Associates
Management Protection Services
MarKahn Co.
John F Matula
MG Investigations
Al Morris
NASA One Servlccs
NationsBank
Ed Nickel
Noragon & Associates
N. R Cochran & Associates
Pacific Investigations
Paladin Investigations
Perrin Investigative Service
PFC Inti)fmation Services, Inc.
Steven H Phelps
Charles Pollard
P&R Executive Services Agency
P&R Executive Services Agency
ProfessIOnal Inquiry, Inc.
Professional Investigative Consultants
ProfeSSIOnal Investigators & Security Association
Protec
R A. Heales & Associates, LTD
Carl S RaphaeL P.l.
Ray, McChristian & Jeans
RJC & ASSOCiates Investigations
RIN Investigations, Inc
RI Slepski InvestigatIons. Inc
Scott I. Ross
Ruffin & ASSOCiates
Saraceno Investigations

4

Doc. No. 254
Doc. No. 131
Doc. No. 077
Doc. No. 178
Doc. No. 144
Doc No. 085
Doc No. 157
Doc No 119
Doc No 061
Doc. No. 065
Doc. No 080
Doc. No 093
Doc. No. 053
Doc. No. 172
Doc No. 176
Doc. No. 253
Doc. No. 137
Doc No. 126
Doc. No. 263
Doc No. 171
Doc. No. 181
Doc. No. 160
Doc No. 038
Doc. No. 042
Doc No. 166
Doc No. 165
Doc. No. 054
Doc. No 068
Doc. No. 190
Doc. No. 147
Doc. No. 154
Doc. No. 133
Doc. No. 163
Doc. No. 092
Doc. No. 183
Doc. No. 162
Doc. No. 127
Doc. No. 059
Doc. No. 052
Doc. No. 191
Doc. No. 086
Doc No. 124
Doc No. 118
Doc. No. III
Doc. No. 178-2
Doc. No 044



Security SolutlOns, Inc
Scope Investigative Network
Shimrak InvestigatlOns
Skyhawk Investigations
Sleuth, Inc
Sleuth Fox Investigations
Special Inquiry Company
Specialized Investigations
Specialized Investigations, Inc.
Steele Investigation Agency
Strasburger & Price, L.LP
Superior Service Bureau
Tactical Investigative Services
Tamara Thompson Investigation
Target Investigation Service
Techmcal Surveys Consulting
Texas Investigative Net:\vork Inc.
Texas Judgment Recovery Co .. Inc.
The Knorok Detecuve Agency
Thistle Investigation Services
Topp Notch Investigations
Trace InvestigatIOns
Trace Investigations
Universal Investigations, Inc.
Umversal Protective & Investigations, Inc.
Video Trackers, Inc
Vinson DetectIVe Agency
Vinson Detective Agency
Vinson Detective Agency
W. A. Haag & ASSOCiates Inc.
Wallace Investigauons
Walter Markely Investigations. L.C
We Investigate, Inc.
Cal West
West Shield Investigations
Whitley Security and Investigations
W ileox & Associates
William Sykes & Associates
Wind River Public Safety Services
Wood & Tait
World Investigations
Zrod Investigations

262 Jomtly Filed Comments from Individual Members
of Pm'ate Investigation Industry

5

Doc. No. 148
Doc No. 260
Doc. No. 104
Doc. No. 116
Doc No. 100
Doc. No. 064
Doc No. 268
Doc No. 055
Doc No 132
Doc No 168
Doc. No. 186
Doc. No. 063
Doc No. 039
Doc. No. 050
Doc No 267
Doc. No. 258
Doc. No 150
Doc No. 161
Doc. No. 164
Doc. No. 270
Doc No. 046
Doc. No. 121
Doc. No. 135
Doc. No. 159
Doc. No 090
Doc. No 058
Doc No. 050-2
Doc No. 056
Doc. No 108
Doc. No. 091
Doc. No 040
Doc.No 167
Doc. No. 170
Doc. No. l07
Doc. No 188
Doc. No 252
Doc. No 128
Doc No. 097
Doc. No. 062
Doc. No 041
Doc No 101
Doc No 130

Doc, No. 105
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Individual Reference Services Group

FINAL - DEf1,MBER 15, 1997

INDIVIDUAL REFERENCE SERVICES
INDUSTRY PRINCIPLES

PREAMBLE:

The following principles were developed by members of the individual reference services
industry to respond, as an industry, to heightened interest in the industris practtces. The
principles represent good practices that the undersigned companies agree to support as part of
their operating practices. While it may take up to a year for some principles to he implemented
filly. other principles are already part of the operating practices of the undersigned companies.

SCOPE:

These principles apply to individual reference services, which are commercial services that
directly or as suppliers to others provide information that assists users in Identifying individuals,
verifying identities and locating individuals for vanous purposes.

DEFINITIONS:

• Puhlic Record Information: Information about or related to an indiVidual which has
been obtained originally from the records of a federal. state. or !ocal governmental entity
that are open for public inspection

• Puhliciv Availahle Information.' lnfornmtion about ,ill individual that IS available to the
general public from /lon-governmental sources ';nch as telephone directories. classified
ads. newspaper reports, puhlications, or other forms of information

• Non-Public Information: Information about an mdividual that IS of a pnvate nature and
neIther availahle to the general puhlIc nor obtained from a public record .

• Appropriate or Appropmllely: Descnhes actions or uses that m'e reasonable under the
circumstances reflecting a balance between the IIlterests of individual privacy and
legitimate business, governmental. and personal uses of information, including
prevention and detection of fraud.



42 PRINCIPLES:

43
44 I. Education: Individual reference services shall individually and through their industry groups

45 make reasonable efforts to educate users and the public about privacy issues associated with their

46 services, the types of services they offer, these principles, and the benefits of the responsible flow

47 of information.

48
49 1\, Reputable S(Jlirces: Individually identifiable infommtion shall he acquired from only sources

50 known as reputahle in the government and private sectors
~ I
52 A. Reasonable measures shall be employed to understand an information source's data
53 collection practices and policies before aceepting II1f<lflnation from that source.

54
55 R IndiVIdually identifiable information that IS collected for marketing purposes shall not
56 knowingly be purchased, sold or retamed for creatll1g or mdUSLon in mdividual

57 reference services. unless it is PUBLIC RECORD INFORMATION or PtJBLIO~Y AVAilABLE
58 INFORMJ\T!ON; its use 'os specifically perlmtted hy law: or it IS collected with notice to
59 the individual that such infonmltion will he llsed for InclUSion in individual reference

60 service produch.

61
62 m. Accuracy: Reasonahle steps shall he taken to help assure the accuracy of the information in

6:, individual reference services. The goal of indiVIdual reference service products is to furnish

64 customers With accurate reproductions of information.

65
66 A. When contacted by an indiVIdual concernmg an alleged inaccuracy ahout that
67 individual, the individual reference Sen!ICe, as ,\PPROPRIATE, shall either correct any

6l:\ inaccuracy or infonn the indIvidual of the source of the information ,md, if reasonably
69 available, where a request for correctIOn llWy he directed.

70
71 B. Thc mdlvidual reference .serVice's commltmcnt to furnish users With reasonably
72 accurate reproduction of infonnation in PUBLIC RECORD INFORMATION systems does not
73 permit alteration of the suhstantive content of PI JBLIC RITORD [NFORM.~TlON products or

74 servLce:,

75
76 IV. Puhlic Remrd and Puhlicly Availahle Information: PUBLIC RECORD INFORMATION and

77 PlJBLlCLY AVALLAIlU rNFORMAnON shall he usable without restriction unless legally prohihited.

78
79 V. Di.l'trihution (1 Non-Public In/ormation: Except as provided in sectIOn IX, NON-PIJBUC

80 INFORMATION will be distributed only according to the criteria set forth below. The nature of
81 NON-PUBLlC INFORMATION being requested and the mtended uses of such infOllllatioll shall
82 determme the level of review of the subSCriber. Compmlles who supply infollnation covered by

83 this section to individual reference services shall provide such information only 10 individual
84 reference services that adopt Ill' comply with these principle,;

108934:1



1\5
"16 A. Selective and Limited Distrihution of Non-Puhlic tn{ormation: Individual reference

1\7 services may distribute ;-.JO)l-PUBlJC INFORMATION without restriction of its contents
1\1\ only to qualified subscriber,.

"19
90 Qualified subscribers for the selective ,md limited distrihutlOli of 'JON-PUBLIC

91 INFORMATION must satisfy the followmg condition,.

92
93 a. The SlIbscribers must state their ,\I'PROPRI1\ll' uscs for such infonnatiOlL
94
95 b. The subscribers must agrce, to Imut their usc and redisscminatlon of such

96 information to such APPROPRIATF. lISCS.

97
98 c, The subscribcrs shall be reasonably Identified and meet qualification

99 requirements that establish them as .\PPROPRIATF users of the
100 information and agree to terms and conditions con,i,tent with the,e
101 pnnciple, pnor 10 accessing the informatlOiI

!02
103 '1 Each individual reference service shall take reasonable steps to protect against
104 misuse of NON-PlJBl.IC INFORMATIOSi distl-ibuted pursuant to this subsection
105 which will include:

IOn

107 a. Each indiVidual reference service shall make available upon rcquest an

lOS explanation of what uses of its infonnation are APPROPRIATE and to
109 which types of qualified subscribers such IIlformatlOn is available,
110
III h. Individual reference services shall conduct a reasonable review of the

i 12 subscriher and its intended uses of the information pnor to making NO'l-
l J3 PUBLIC INFORMATION available to the subscrihel,
114
115 c. Individual reference services shall maintalll a record of the identity of
116 subscribers. the types (If uses. ,Uld the terms and conditions agreed to by

[17 the subscnber for three years after tenl1lnallon of each subscnber"·"

118 relationship With the IndiVIdual rderence :,('[Vlce
119

120 d. Reasonable measures shall he employed to help assure that qual ified
121 subscrihers usc .... ON-PUBLIC INFOR\-1ATlON M'PROPRIATFI.'Y,
1"')

123 e. Individual reference servIces shall implement reasonable mechanisms to

124 remcdy suhscribcr abuscs of the lOfonnatiol1.
125
126 B. Commercial and Prr~{esslOnl1[ lJi.\'lrihll/ion of Non Puhli," tnformatlon: Individual
127 refcrence serVIces, when they limit the N()~-PIIBI.[(, INFORMATION content oj their

3

10893-4:1
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1089341

products or services as set forth below, may distribute such products or services only to
established professional ,md commercial users who use the information in the normal
course and scope of their business or profeSSIOn and the use is APPROPRIATE for such
actlvltH.'S.

1. NON-PUBLIC INFORMATION products or servIces distributed pursuant to this
,uhsection shall not include

a. Information that reflects credit history, financial history., medical
records, mother's maiden name IdentIfied as 'ilCh, or sImilar
mformatlOn.

b. Certain informatIOn like social secunty number ,md birth infonnation
unless tlUncated III an APPROPRIAT!' and industry consistent manner.

2. Users shall agree to tel1l1S and conditIons consIstent with these principles priOi
to accessing the NON-PIJBLlC lNFORMA·llON. shall agree to use such information
solely in the normal COUfse and scope of thelf business Of profeSSIOn and that the
use is APPROPRI"TE tor such activities and that they shall limit their use ,md
redissemmatlon of such inhlflnatlon to "Ich uses and III accordance with these
pnnclples

3. Individual reference services shall take reasonable steps to protect against
misuse of the\JoN-PIJBUC lNFOR'v1ATION distributed pursuant to this subsectIon
which will includc:

a. If not previously established, the individual reference servIce shall take
reasonable steps to identify the uscr and to establish the user as an
est<lbli shed professional or comnJefClal entlty.

b. Reasonable measures shall be employed to help assure that commerCIal
and professional customer.s usc '\JON-PIJlJLlf' [NFORMATJON

APPROPRIATELY

c. Individual reference services shall implement reasonable mechanisms to
remecty subscriber abuses of the mformation.

d. fndividual reference services shall maintain a record of the identity of
subscribers and the tel1l1S and conditions agreed to by thc subscriber tilf
three years after termination of each subscriber's relationship with the
IlIdividual reference service

·4·



170 C. General Distrihution of Non-Public Information: Individual reference services, when
17\ they limit the :-JO:-l-PUBUC INFORMA1'lON content of their products or services as set

172 forth in thi" subparagraph. may distribute "uch product" or services to any person

17:1
174 \. NON-PIJBUC TNFORMATION distributed pursuant to this subparagraph shall not -

17.~ knowmgly mclude Information that renect;; social secumy number. mother',

176 malden name identified a" such. non-publi"hed telephone number, or non-

177 published address information obtained from telephone compame". birth
178 information. credit history. financial history. medical record". or "Imilar
i 79 Illformation, nor will the ,erVICC be retnevahle hy a ,OCl:tI sccunty numner.
IRO
IRI 2. The individual reference service shall take reasonable steps to protect against
182 the misuse of NON-PUBLIC lNFORMAnON
\83
\84 VI. Security: Indivldua\ reference services shallmamtain facilities ,md systems to protect

185 information from unauthorized access and persons who may exceed theIr authorization rn

186 addition to physical and electronic secunty. mdivldual reference ser\'iee~, shall reasouably

187 Implement:

!88

\89 A. Employee and eontractor supervision-Employees and contractors shall he reqUIred to
\90 sign confidentiality agreements and be subJeet to superviSion.
191

192 B. RevlCws--System reviews shall be made at ,\PPROPRlATE lIltervals to assure that
I(J:\ employee, are complying with polICies

194
195 va. Openness: Each individual reference service shall have an information practices policy

196 statement that describes what types of mformation it has., from what types of sources, how it is
197 collected, the type of entities to whom it may be disclosed and the type of uses to which it is put.
198 and shall make its policy statement available upon request. Consumers shall he notified about

199 these practices in various ways sllch as:
200
201 I Weh sites:

202
203 2. Advertisement,,: or
204

20S {. Company or mdustry-initiated educatIOnal efforts.
206
207 VIII. Choice: Each individual reference service shall upon request infonl1 mdividuals of the

208 choices, if any, available to limit access or use of mfonnation about them in its data base,
209 provided, however. that in the case of NON-PUBLlC iNFORMATION distributed to the general
210 public (section V.C of these principles). ~Ul mdividuallderence servIce shall provide an
211 opportunity for an mdividual to limn the general puhlic's aecess oruse of such NON-PlJBl.IC

212 P.'<FORMATlON

s
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213
214 IX. Access: Upon request and reasonable terns, an individual reference service shall:

215
216 A. Inform an individual about the nature of PIIBLIC RECORD and PUBLICLY IIYAILABLl.
217 INFORM,\T!ON that it makes available 111 Its products ,mel services ,md the sources of -

218 such information:
219

220 B. ProvIde mdividuals with NON-PUBLIC INFORMATION contained in products and servIces
22] that specifically identifies them and that are distributed as part of an mdividual
222 reference service to users under sectIOn V. of these Principles unless the information
223 was obtained on a limited use basis from a governmental agency or if its disclosure IS

224 limited hy law or legally recogl1lzed pnvllege. and
225
226 c Direct mdividuals to a consumer reportmg agency regulated by the Fair Credit
227 Reporting Act where such agency h the source of the mfonnauon about the indiVidual.
228

229 X. Children: Where an individual IS identified III the product or service as heing under the age
230 of 18, no NON-PIJBUC INFORMATION about that IndIVIdual shall be proVided for other than
231 selective and [mllted distribution purposes or for the purP(N" of locatmg missing children.
232
233 XL AssuranU' or Compliance: The signers of these pnnclples shall have completed Within 15
234 months of the effective date of these principles. aod on a periodic basis thereafter, at least once
235 every year. an assurance review done by a reasonably qualified independent professional service
236 The independent professional service shall apply assurance criteria consistent with these
237 principles and approved by the sIgners as a group. Individual referenceservices shall have a
238 reasonable opportunity to respond to any concerns expressed in such assunmce review. A
239 summary reflecting both the [original] repmi and any subsequent <lctions taken or response made

240 by the company shall be publicly <lvallahlc.
24\

6
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242 PLEDGE:

243

244 The undersigned companies pledge to introduce and follow the above Industry principles at the
245 earliest practicable opportunity or by De,-"ember ,I, 1998, whichever is sooner.

246
:'47 Acxiom Corporation
248 CDB Infotek, a ChOicePOlI1t Company
249 DCS Information Systems
250 Database Technologies, Inc

25/ Equifax Credit Information Servlce.s, Inc
252 Experian
253 First Data SolutIOns 1I1l'
254 InformatIOn Amenca, Inc

255 IRSC. Inc.
256 LEXIS-NEXIS
257 Metromail Corporation
258 National Fraud Cenrer

259 Online ProfeSSional Electrolllc Network
260 Tram Union Corporation

..,
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Appendix E: Industry
Principl es -- Commentary



Individual Reference Services Group

FfNAL-- DECEMBER 15, 1997

INDUSTRY PRINCIPLES- COMMENTARY

BACKGROIJNI>:

The Individual Reference Services Group (IRSG) is composed of leading compames of the
individual reference services industry. 1n recognition of the heightened mterest in Issues related to
their serVices, the fRSG has developed self-regulatory principles. The focus of these principles IS
non-public informatIOn; that is, mformation about an mdividual that is of a private nature and not
generally available to the public nor obtained from a public record. Signatories to these pnnciplcs
include individual reference services. as well as those companies that supply information to such

servLces.

Individual reference services proVide mformation that Identifies or locates mdividuals,
These services provide important societal benefits, For example, information obtamed from thesc

services helps locate witnesses to crimes and parcnts who arc delLnquent In theLr child support

payments, and assists m important governmental and busmess functions :,uch as fraud preventIOn
and detection. The principles do not apply to functions other than identifying or locating
individuals or verifying individual identities, For I11stance, database ,.,ervices of newspaper
archives .. or of pflor business rccords relating to au indiVidual. and database ,,-rVLees used

primanly for risk assessment, lie outside the scoJlc of the pflneiples

Increased market demand, a highly mobile SOCLel)', as well as rapid advances in
technology, have spurred incre,Lsed reliance upon and availability of information obtamed through

serviees proVided by companie~, in the Il1dividual reference SlTYICeS mdustry,

This increased reliance upon and avatlability of mformation has heightened consumer
interest regarding privacy and identlty fraud concerns, as well as services proVided by companies
WIthin the mdlvidual reference services ll1dustry. It IS notable that there i, no eVLdence these

services are used for unlawful purposes. Nor has any organization or study, including the Federal
Reserve Board in lls specially commISSIOned 191.)7 report to Congress, been able to point to a

Sll1gle case of Identity fraud that rcsultel! from the I1llsmC of an indiVidual reference service.

Members of the Il1dividual reference servlccs Il1dustry recogJllze the Importance of
mmimizing flsks associated with their services, and are smmgly committed to taking a leadership
role on these issues. The rRSG also realizes that self-regulatIon of thiS industry is the most
effective and efficient way to minunize these risks [t IS with this background that the IRSG has

adopted thesc pflnclples



SUMMARY OF PRlNCIPLES:

IRSG members commit to educating their users and the public about the services they

offer and the privacy issues that are associated with these services. An educational initiative will
allow users and the public to understand the capabilities of these services, and enable users to
utilize the information obtained from these .'ervin's responsihly

The pnnciples mandate that companies in the lIIdividual reference services industry acqUire
mdividually identifiable information only from sources known as reputable m the government and
pnvate sectors. They also adopt the Direct Y1arketing ASSOCiation's long-standmg prohibition on
the use for non- marketing purposes of personally identifiable mformallon obtained from marketing
transactions. This refers primarily to customer lists and other material that reflects transactions
undenakcn by an mdividual. Here, with a few exceptions, the principles prohibit services from
knowingly purchasing or selling individually Identifiable information that is collected for
marketing purposes and from knowmgly retailllng ·;uch marketmg i.nformatlon for lllcluslOn III

their II1divldual reference services. This would include mformatlOn ohtained from customer lists,
warranty card responses, and the like, While marketing data generally may not be used as an
mdivlduat reference resource, indiVidual reference services may be used for direct marketll1g
purposes, such as verifying the addresses of indiViduals for delivery purposes,

The core of the IRSG's self-regulatory effort IS the 'elf-unposed restriction on usc and
dlSsemmatlon of non-public information about indiViduals III their personal (not busmess) capaCity
In addition, lRSG members who supply non-public mformatlon to other mdivldual reference
services will proVide such information only to compames that adopt or comply with the pnnclples.
The prinCiple, define the measures that IRSG members wLll take 10 protect agamst the misuse of
this typc of information, The restrictions on the use of nOll-public information are hased on thrce
possible type, of dlstnhution that the ,ervice, pnwldc

For sdeclive and limlled distrilnllioll of non-pUblic Information, the companies commit to
state what use, of their mformation arc appropnate and to proVide such products only to qualified
subscribers. Such subscribers are required to state theIr appropriatc purpose for using such
information and agree to limit the usc and redissemmation of such infornlation to those stated
purposes. The suhscribers' quahfieatlons and mtended uses wtll be reviewed before the non-public
information is made available, With the extent and nalUn' of the revlcw cktermmed by the nature
of the non-public infonnatlon being requestcd,

For mmmercia! and p"ofe.~slOflal disIrihul101i of non-pUblic mformatlon, the eompames
commit to limltlllg distribution to establtshed profeSSional and commercial users who will usc the
mfonnation only fi)r appropriate purposes Within the normal course and scope of their busmess or
profession. Cenam eategones ;1f non-pUblic mformatlon, such as finanCial or medical records,
will be excluded from this typ~ of distribution. Records that reveal an individual's mother's
maiden name Identified as such also will not be distributed. Social security numbers and date of
birth infonnatlon will be distributed only if truncated III an appropriate manner. For ex,Ullple,
recognIZIng the Importance of preventmjC the' reconstruction <If origll1al Information otherwise
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protected by these principles, the industry has adopted the consistent practIce of maskmg the last

four or more digits of social security numbers. These exclusions are intended solely for non

public information. and will not apply to public or pUbltclY available information that may contalll
social security numbers or similar data.

[n order to protect against abuse in both selectIve and !1m/ted dlstrihutlon and commercl!Il

and pnifesslOlJal distrihutlon, indIvidual reference services Will maintain certain records, mcluding

the Identity of subSCribers and the terms and conditIOns agreed to by them, for three years aftet
tcrmlnation of each subscriber's relationship with the indiVIdual reference servicc, In addition. the
compames will take steps to remedy abuses. if any. that they rnay learn about

For general distrlhutlo/J of non-publtc mformatlon. the companies will not knOWingly
provide non-public information products that contain :m mdivldual'" SOCial secunty number,
mother's maiden name identified as such, min-published telephone directo/',' Illformatlon obtained
from a phone company (as defmed by Newton's Telecommunlcatwn.s Dictionary), date of bIrth
mformation, credit history, financial history. medical records. or similar information. The servIces
also will not provide products in which mformation is retrievable by I11pm of a ,oclal security
number. The indiVidual reference service will take reasonable ,teps to protect ag:unst the nllsuse
of non-puhlic information provided in this type of dlStnhution.

In addition to limitl11g access to non-public I11formation. the prinCiples reqUIre indiVidual

reference services to provide security to avoid unauthorized access to their matenals, The
security proVided will include both technical and managerial controls to protect I11formation.
Periodic reviews of security also will he made to ensure the proper proreetion of Illfonnatwn

111 the spmt of openne~.s, the prinCiples reqUire mdlvldual reference services to have an

mformation pracnce, policy statement available to the public upon request. These statements will
describe the types of informatl.on Illcluded. the types of sources from which that informatwn IS

obtained, the nature of how the information IS collected. the type of entities to whom the
mformation may be disclosed. and the type of uses to w'hlch the InformatIOn may be put. ThiS
openness will enable individuals to understand the reference \ervlCc"s use of the Illforrnatlon If

possesses

IndIVIdual reference servIces will also Illform Illdividuals. upon request, of the chOlces. if

any, available to lImit access or use of information about them contained in the products and
services that the companies create, mal11tain, or provide access to. The ahility of an individual to
limit access to hiS or her information should not serve a.s an Impediment to law enforcement use of
the databases. However. indi,vidual reference serVLces wlll provide l11dividuals with an opportulllty
to lImit the publiC'S access or use of non-puhlie Illformatlol1 abom them that IS distnbuted to the
general public under principle V ('

The pnnclples also reqUIre an Illdivldual reference :;erviee to proVide mformatlon about thr
nature of public record and publicly available mformatlOil that It makes aVailable in ItS products
and services and the sources of such InformatlOn Subject to limited legal and security exeeptlons.
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the companies will make available to Individuals, upon request and under reasonable conditions,
non-public information contained in products or services that specifically identifies them and that

is distributed as part of an Individual reference service to users

The FTC disagrees with the lRSGs approach to responding to requests by individuals for
public record information about themselves contained m a company's databases, Where the
requested infonnation IS publicly available or a rrultter of public record, the principles allow the
Individual reference service to provide !,'lJidance on how the requester can obtain the informatIOn
directly from the sourceo The FfC proposes that companies furnish individuals with all publIc
record and publicly available information about themselves contamed m the companies' databases
in order to address two accuracy-related issues: first, the possibility that errors might arise In the
tmnsmisslon of information from the source to the company's database. and second, the possibility
that informatIOn about different mdivlduals might he mlsrakcnly Imked 111 compilations about a
single mdivldual

TIle slgnatones of these pnnclples understand thc publiC'> mterest III enablmg indiViduals
to verifY rhat errors do not occur when public record and publiciy available infclrmatlOn IS
transmitted or compiled about tbem. However, technological advancements have ehml11ated the
need for most compal1les to keystroke or otherwise manually input thiS type of mformatIOn,
thereby Significantly reducing the possibihty for error This, the SLgnatones believe, when coupled
with quality assurance measures implemented by the industry, yields information that reliably
reflects the data proVided by the ongll1atll1g public record 'iOurCC'.

Moreover, there IS an enormous potential burden assoclattXl With retnevll1g and verifymg
relevant information from the large number of databases of pubhc records. This contrasts with
the modest burden aSSOCiated With retnevmg informauon about an mdividual from the far smallcr
number of databases of non-public mformanono it should also be noted that many of the potential
harms that might befall an individual whose public record l1IfOrmatlOll IS inaccurate are already
addressed by l'xlsr.ing laws, including the Fait Credit Reporrmp Act

Nevertheless, the signatories have pledged to reexamjne, ill Ig months. the Issue of
responding to requests by IndiViduals for public record informatlOn about themselves.

[n addinon, the experience of applying these pnnciple.s and conducrmg the assurance
reviews will shed further light on the accuracy Issue to the extent to which any maccuracies might
be derived from transmission or compilation errors that may occur under the control of an
l11dividual reference service. Based upon this expenence. the signatones over the next 18 months
will collectively or indiVidually carefully conSider undertakl11g a study to assess the accuracy of
infonnation about mdividuals m thelr databases as a reflection of the inf(lrmation about such
l11dividuals proVided by the origll1atmg publiC record source

[n counectlon With children, the l11dividual reference services l11dustry recogmz.es the
heightened s('nsltlvlty necessary III dealing With the mdivldualiy 'Identifiable information about
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children. For this reason, the principles strictly !tmit the availability of non-public information

concermng anyone identified as being under the age of eighteen.

The signatones of these principles COnm]lt w havmg annual assurance reviews conducted
of those services they offer that they identify as being subject to the pnnciples. These reviews wIll -.
be conducted by qualified independent professional serviccs such as accounting firms, law firms.
or security consultants. These independent professional services will use cntena developed by
assurance profeSSIOnals and approved by the signers as a group, As expenence and changmg
CLfcumstaJJces require changes in the principles or In the criteria used for assurance revIews. the
approval of the signers as a group will be needed to adopt sueh changes.

Compamcs Will have a reasonable opportunity. detenmned by the nature of the concern
and CIrcumstances that surround it, to respond to any concerns that are expressed in such
assurance reviews. Because individual reference ,ervlces that obtain non-public mformatlon from
IRSG members will be required by contract to abide by the pnnclples. they. too. will need to have
assurance reviews conducted annually_

\\Thile a summary of cach assurance repon shall be made publicly available. the slgnatones
of these pnnciples are exploring additIOnal means ()f cnabling the public to identify individual
reference services Ihat are III compliance With these pnnclples

The IRSG members believe that these pnnclple" proVIdc the most effective way to "eeure

the benefits of these important information servicc resource" while assunng effective protectIOn of
consumer privacy, IRSG members pledge to implement thc"c rnnclples fiJlIy by no later than
December 3 I. 199R
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